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1. Introduction 
This paper explains Baldivicio’s cloud-related security and privacy control posture through the lens of 
ISO/IEC 27017 and ISO/IEC 27018, commonly referred to as the cloud extensions. It is intended to 
provide a structured and comprehensive account of how Baldivicio’s service model, privacy framework, 
operational safeguards, customer-account controls, incident-response practices, third-party dependency 
management, and recordkeeping approach relate to the principal concerns addressed by cloud-focused 
information security and cloud-focused privacy control guidance. 

Baldivicio is a digital financial services platform made available primarily through its mobile application. Its 
service materials also describe a website, customer support interactions, digital communications, connected 
third-party services, custodial wallet functionality, and operational systems that rely on internet, cloud, and 
supporting infrastructure. Those materials make clear that Baldivicio’s services are not delivered through a 
purely local or offline model. Rather, they are delivered through a digitally mediated environment that 
depends on application infrastructure, service operations, communications channels, compliance 
workflows, monitoring, and third-party-supported processes. 

This paper therefore presents Baldivicio’s posture as a cloud-reliant digital financial-services environment 
in which information security, privacy, access control, monitoring, service continuity, third-party 
governance, and customer-information protection must be treated together rather than as separate silos. 

2. Purpose and Objectives 
The purpose of this paper is to document how Baldivicio’s service framework aligns with the major 
themes addressed by ISO/IEC 27017 and ISO/IEC 27018 in a standards-oriented manner. 

ISO/IEC 27017 addresses information-security controls in cloud services and clarifies the responsibilities, 
governance concerns, and control expectations that arise in cloud environments. ISO/IEC 27018 focuses 
on protection of personally identifiable information in public-cloud contexts and addresses transparency, 
data handling, processing limits, disclosure, retention, deletion, and user-related privacy protections. 

Within Baldivicio, these themes are directly relevant because the platform processes identity records, 
account records, transaction records, communications, device and access signals, verification materials, 
compliance-review materials, and other sensitive operational data in support of a digital financial service 
that depends on internet and cloud infrastructure. 

The objectives of this paper are as follows. 

First, it explains the cloud-relevant service environment in which Baldivicio operates. 

Second, it describes Baldivicio’s control posture for access, monitoring, logging, service continuity, incident 
handling, and third-party dependency management in a cloud-reliant context. 

Third, it explains how Baldivicio’s privacy and information-handling practices align with the key privacy 
themes addressed by ISO/IEC 27018. 

Fourth, it establishes a structured narrative for standards, governance, risk, legal, security, privacy, and 
operational review without making technical claims beyond what Baldivicio’s service and policy materials 
support. 

3. Scope 
This paper applies to Baldivicio’s cloud-relevant service environment, including the mobile application, 
website, custodial wallet functionality, onboarding and identity-verification workflows, customer support 
processes, electronic communications, account lifecycle management, transaction handling, service 
continuity measures, privacy practices, recordkeeping model, and third-party-connected workflows to the 
extent those matters bear on cloud security and cloud privacy control. 
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This includes: 

●​ application delivery through digital channels; 
●​ internal systems and operational services supporting account administration and transaction 

handling; 
●​ internet, cloud, telecommunications, email, and notification dependencies described in Baldivicio’s 

service framework; 
●​ personal-information handling associated with onboarding, verification, support, compliance, and 

transaction operations; 
●​ logging, monitoring, incident response, and post-incident review; 
●​ legal, regulatory, and privacy-related disclosure and retention obligations; and 
●​ third-party provider relationships where connected services affect processing, service availability, or 

information flow. 

This paper should be read consistently with Baldivicio’s Terms of Service, Privacy Policy, Acceptable Use 
Policy, Deposit Insurance Disclosure, Reserve and Transparency Attestation, Customer Identification 
Program Notice, E-Sign Consent and Electronic Communications Agreement, Fee Schedule and Schedule 
of Charges, Irreversible Transactions Disclosure, System Outage and Degradation Policy, and Account 
Suspension, Freezing, and Closure Policy. 

4. Relevance of ISO/IEC 27017 and ISO/IEC 
27018 to Baldivicio 
Baldivicio’s service model is inherently cloud-relevant because the platform is delivered through a mobile 
application, relies on supporting digital infrastructure, processes sensitive personal and financial-service 
information, and depends on communications channels, infrastructure services, and third-party operational 
components that are characteristic of cloud-supported service delivery. 

The service materials expressly refer to internet and cloud infrastructure as part of the environment 
affecting service availability and performance. They also describe the use of service providers for 
infrastructure support, cloud hosting, email delivery, analytics, identity verification, sanctions screening, 
fraud detection, customer support tooling, monitoring, and incident management. In addition, Baldivicio’s 
privacy framework contemplates international data transfers, multi-jurisdictional processing, and 
third-party processing relationships. 

For these reasons, the cloud extensions are relevant not because Baldivicio is framed as a generic cloud 
platform, but because Baldivicio is a cloud-reliant digital financial-services operator whose security, privacy, 
continuity, and compliance obligations must be understood in that service-delivery context. 

5. Cloud-Relevant Service Environment 
Baldivicio’s service framework presents a digital environment composed of several interdependent layers. 

At the user level, Baldivicio is accessed primarily through its mobile application and may also involve 
website interactions, electronic communications, and support interactions. 

At the operational level, Baldivicio relies on internal systems for account creation, identity verification, 
transaction review, custodial wallet functionality, recordkeeping, support handling, notifications, fraud 
review, compliance measures, and account-state enforcement. 

At the infrastructure level, Baldivicio expressly recognizes dependencies on internet connectivity, cloud 
infrastructure, email services, push-notification systems, and other external service layers that influence 
availability, timing, and operational integrity. 

At the ecosystem level, Baldivicio also recognizes the role of third-party providers such as Banxa in 
connected workflows involving funding, payout, conversion, or settlement-related services. 
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Taken together, these elements establish that Baldivicio operates in a cloud-supported service environment 
in which security and privacy controls must account for distributed operations, third-party dependencies, 
digital communications, application-layer risks, service availability risks, and cross-system coordination. 

6. Foundational Cloud Security and Privacy 
Principles 
Across Baldivicio’s service framework, several foundational principles emerge that are directly relevant to 
ISO/IEC 27017 and ISO/IEC 27018. 

The first principle is controlled digital service delivery. Baldivicio is designed as a digitally delivered 
platform rather than a paper-based or branch-based service. 

The second principle is layered operational control. The platform does not present sensitive functions as 
automatically available in all circumstances. Instead, onboarding, account access, transaction handling, and 
feature availability depend on structured states, verification requirements, risk review, operational checks, 
and service conditions. 

The third principle is security-aware service governance. Baldivicio’s policies repeatedly refer to security 
review, fraud controls, compliance controls, protected sign-in flows, authentication measures, monitoring, 
incident response, restrictions, and other protective interventions. 

The fourth principle is privacy-aware data handling. Baldivicio’s Privacy Policy provides a detailed 
framework for how personal information is collected, used, shared, retained, protected, and disclosed. 

The fifth principle is third-party-aware risk management. Baldivicio’s documentation clearly recognizes 
that certain service outcomes may depend on third-party providers and external infrastructure. 

The sixth principle is continuity-aware operation. Service availability is not assumed to be uninterrupted, 
and Baldivicio documents outage handling, emergency maintenance, degraded-service response, and 
post-incident reconciliation. 

The seventh principle is evidentiary traceability. The service framework emphasizes records, 
communications, monitoring, logs, access records, transaction metadata, and preservation of information 
for legal, security, compliance, and dispute-resolution purposes. 

These principles provide the foundation for a cloud-extensions compliance narrative. 

7. Responsibility Allocation in a Cloud-Supported 
Environment 
A central concern of ISO/IEC 27017 is clarity of responsibility in cloud environments. Baldivicio’s service 
framework supports a clear responsibility allocation model. 

Baldivicio is responsible for operating the service environment through which users access accounts, 
receive communications, undergo onboarding and verification, review balances and transaction history, and 
access supported custodial and administrative functionality. That responsibility necessarily includes 
governance over the service boundary, internal controls, customer-account protections, monitoring, and 
the coordination of third-party-supported service dependencies. 

Users are responsible for lawful use of the service, maintaining accurate information, safeguarding their 
credentials and devices, reviewing transactions before submission, responding to verification requests, and 
promptly reporting suspected unauthorized access, fraud, or suspicious activity. 

Third-party providers may support specific functions, including infrastructure support, analytics, 
verification, fraud review, cloud services, communications delivery, and connected financial-service 

ISO/IEC 27018 Cloud Extensions Compliance (v1.0) | Baldivicio & Co. 



processes such as those involving Banxa. Where those providers participate, Baldivicio’s policies make clear 
that some outcomes may depend in part on their systems, processes, and decisions. 

This responsibility allocation is important to a cloud-controls framework because it distinguishes between 
Baldivicio’s governance duties, user obligations, and third-party dependencies without treating the service 
as though responsibility were diffused or undefined. 

8. Cloud Governance and Service Control 
Structure 
Baldivicio’s overall service model supports a governance structure in which security, compliance, 
operational integrity, and customer protection are integrated into service delivery rather than treated as 
separate back-office functions. 

The system overview describes the platform as built around security, compliance, and usability. It refers to 
secure account onboarding, protected sign-in flows, secure credential handling, device-level trust signals, 
continuous checks supporting verification of account activity, transaction handling designed for accuracy, 
authorization, and traceability, and lifecycle-driven account progression from registration to active use. 

This service description is reinforced by the policy stack. The Acceptable Use Policy defines lawful and 
prohibited uses. The Customer Identification Program Notice defines onboarding and identity-verification 
practices. The Privacy Policy defines collection, use, retention, sharing, and protection of personal 
information. The outage and closure policies define intervention and continuity controls. The E-Sign 
Agreement defines electronic-delivery practices. The result is a governance environment in which 
application delivery, user access, processing of personal information, account-state controls, and service 
continuity are tied together in a consistent cloud-aware control narrative. 

9. Access Control in the Cloud Context 
Access control is one of the most important cloud-security domains. Baldivicio’s service framework 
supports a meaningful and structured access-control narrative. 

The platform describes protected sign-in flows, secure credential handling, device-level trust signals, 
authentication events, session records, account access history, suspicious sign-in review, and 
account-protection notices. The Privacy Policy further confirms that Baldivicio may collect device 
identifiers, app version information, operating system information, IP address, network information, login 
timestamps, session records, access history, and other device or access signals reasonably necessary to 
operate, secure, monitor, and improve the service. 

Access to functionality is also not static. It depends on account status, successful onboarding, identity 
verification, compliance review, fraud screening, legal eligibility, and operational state. Suspicious access, 
account takeover risk, incomplete verification, and other concerns may result in delay, limitation, enhanced 
review, suspension, or closure. 

This establishes a strong cloud-controls theme: access is not merely a login event. It is a governed service 
entitlement subject to identity assurance, device and session review, lawful eligibility, and protective 
intervention. 

10. Segregation, Environment Protection, and 
Service Boundary Integrity 
ISO/IEC 27017 places importance on service-boundary clarity and protection of environments in cloud 
contexts. Baldivicio’s service framework supports these principles at a governance level. 
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The Privacy Policy refers to environment segregation, access controls, monitoring, protected transmission 
where appropriate, vendor controls, and audit logging. The outage policy describes the ability to isolate 
affected components or workflows, temporarily disable or limit features, restrict account actions, and 
coordinate with infrastructure and external providers. The security framework also emphasizes 
account-state controls, protected authentication, review gates, and continuity measures. 

While Baldivicio’s public-facing materials do not describe internal environment architecture in 
implementation-specific terms, they do support the conclusion that the service is intended to operate 
within controlled environments whose integrity may be protected through isolation, restriction, 
monitoring, and remediation when incidents or degraded conditions occur. 

11. Change Management, Maintenance, and 
Operational Intervention 
Cloud environments require disciplined handling of maintenance, change, restoration, and emergency 
intervention. Baldivicio’s service framework provides meaningful support for this area. 

The System Outage and Degradation Policy expressly contemplates planned maintenance, emergency 
maintenance, upgrades, patches, remediation, rollback, recovery measures, coordination with infrastructure 
or third-party providers, and restoration-related communications. It further explains that service features 
may be limited or disabled during incidents and that restoration may require reconciliation, validation, and 
re-review. 

This establishes a controlled posture toward change and maintenance in a cloud-reliant environment. 
Rather than promising uninterrupted operation, Baldivicio describes a model in which system safety, 
account protection, fraud prevention, legal compliance, and operational integrity may take priority over 
uninterrupted feature availability. 

12. Monitoring, Logging, and Cloud-Operations 
Traceability 
Cloud security depends heavily on monitoring and logging. Baldivicio’s policies provide substantial support 
for a monitoring-oriented operational model. 

The Privacy Policy states that Baldivicio may collect and process authentication events, session records, 
device and access history, transaction metadata, support interactions, compliance review materials, incident 
logs, audit trails, and related information. The outage policy refers to monitoring and diagnosing issues, 
validation, reconciliation, post-incident review, restoration of records or notifications, and follow-up 
investigation. The account-control policy refers to preservation of records, evidentiary preservation, fraud 
investigations, sanctions review, dispute handling, and protection of users and the platform. 

These practices support a standards-oriented position that Baldivicio’s cloud-supported service 
environment is designed to maintain traceability over access, service state, transaction handling, account 
restrictions, and incident response. This is central to both 27017-style cloud-control expectations and 
27018-style accountability for personal-information processing. 

13. Incident Response in the Cloud Environment 
Baldivicio’s service framework supports a strong incident-response narrative for cloud-relevant events. 

The service materials contemplate security incidents, attempted attacks, infrastructure outages, 
cloud-service disruption, degraded performance, unauthorized access, fraud events, operational anomalies, 
and external dependency failures. In response to such events, Baldivicio may monitor and diagnose issues, 
isolate affected components, temporarily disable or limit features, delay or suspend transaction execution, 
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restrict account actions, apply enhanced review, perform emergency maintenance, coordinate with service 
providers, and carry out reconciliation after restoration. 

The Privacy Policy also confirms that Baldivicio may process information to detect, prevent, investigate, 
and respond to fraud, scams, phishing, account takeover, cyber threats, sanctions evasion, money 
laundering, terrorist financing, and abuse of the platform. The Account Suspension, Freezing, and Closure 
Policy provides additional authority to contain risk by restricting or disabling account activity. 

Together, these controls establish a cloud-incident-response posture built on containment, review, 
communication, record preservation, and controlled restoration. 

14. Supplier, Provider, and Connected-Service 
Governance 
ISO/IEC 27017 gives special significance to supplier and cloud-service relationships. Baldivicio’s service 
framework acknowledges a broad set of such relationships. 

The Privacy Policy identifies categories of service providers that may perform cloud hosting, infrastructure 
support, email delivery, analytics, identity verification, sanctions screening, fraud detection, compliance 
support, record storage, customer support tooling, security monitoring, and incident management. It also 
addresses third-party financial or operational partners, including Banxa, for connected workflows involving 
funding, payout, conversion, settlement, or verification-related activity. 

The outage policy explains that some disruptions may originate outside Baldivicio’s direct systems and may 
involve blockchain network conditions, internet or telecommunications disruptions, cloud infrastructure, 
push-notification systems, app distribution platforms, or other external service providers. The Terms of 
Service and related disclosures similarly recognize that connected services may be subject to separate 
provider decisions and operational processes. 

This provides a sound cloud-governance basis for recognizing that third-party service relationships form 
part of Baldivicio’s operating environment and therefore part of its cloud-risk posture. 

15. Personally Identifiable Information in the 
Baldivicio Service Environment 
ISO/IEC 27018 is particularly concerned with protection of personally identifiable information in cloud 
environments. Baldivicio’s privacy framework addresses this domain in substantial detail. 

Baldivicio states that it may process identity information, contact details, date of birth, residential address, 
nationality, account records, credentials-related information, government-issued identification details, 
source-of-funds information, source-of-wealth information, occupation or employment information, 
expected account activity information, declarations relevant to compliance review, support 
communications, transaction-related information, device and access signals, and information received from 
service providers, regulators, and public or legal sources. 

This information is processed in connection with account administration, onboarding, fraud prevention, 
legal compliance, sanctions review, suspicious activity review, transaction handling, security, customer 
support, dispute handling, service improvement, and protection of users and the platform. 

In a cloud-extension context, Baldivicio’s privacy framework shows that PII processing is not incidental. It 
is integral to service delivery and must therefore be governed through transparency, control, lawful use, 
retention limits, disclosure controls, and protection measures. 
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16. Transparency and Notice for Cloud-Based PII 
Processing 
A central objective of ISO/IEC 27018 is transparency around how personal information is handled in 
cloud-supported services. Baldivicio’s Privacy Policy provides that transparency through a detailed 
description of what information is collected, how it is collected, why it is used, how it is shared, how long 
it may be retained, how it may be transferred internationally, how it may be disclosed to authorities, and 
what rights users may have depending on applicable law. 

The policy also explains the relationship between Baldivicio and third-party providers, the existence of 
public blockchain visibility, the role of cookies or similar technologies in website or in-app web content, 
the distinction between required service communications and optional marketing communications, and the 
effect of account restriction or closure on information handling. 

This degree of notice is directly relevant to ISO/IEC 27018 because it demonstrates that cloud-supported 
processing of personal information is accompanied by clear, structured user-facing disclosure. 

17. Purpose Limitation and Use Limitation 
Baldivicio’s privacy framework states that personal information may be used to provide and operate the 
service, verify identity, assess eligibility, comply with legal and regulatory obligations, protect users and the 
broader financial system, secure the service, process and review transactions, communicate with users, 
improve and maintain the service, and establish, exercise, or defend legal rights. 

This establishes a purpose-limited processing model in which information handling is tied to defined 
service, legal, operational, and security needs. The framework does not characterize personal information 
as freely reusable for arbitrary or unrelated purposes. Instead, uses are described in connection with 
concrete service and governance objectives. 

That is an important alignment point with ISO/IEC 27018’s emphasis on limited and transparent use of 
personally identifiable information. 

18. Consent, Lawful Bases, and User Choice 
Baldivicio explains that personal information may be processed on several grounds depending on the 
context and applicable law. Those grounds include service provision, legal and regulatory obligations, 
legitimate interests, protection of important interests, and consent where consent is required or 
appropriate. 

The policy further explains that where consent is relied upon, users may have the right to withdraw that 
consent, subject to the effects of withdrawal on service availability and the lawfulness of earlier processing. 
The E-Sign Agreement also provides a detailed framework for electronic consent, covered 
communications, paper-copy requests, and withdrawal of consent in relation to service communications. 

In a cloud-privacy context, this supports the principle that personal-information processing is not treated 
as entirely untethered from lawful basis or user awareness. 

19. Restrictions on Disclosure and Sharing of PII 
ISO/IEC 27018 emphasizes disciplined disclosure of PII in public-cloud contexts. Baldivicio’s privacy 
framework reflects this concern by defining categories of recipients to whom information may be disclosed 
and the purposes for which such disclosure may occur. 
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Those recipients include service providers acting on Baldivicio’s behalf, third-party financial or operational 
partners, regulators, courts, law enforcement agencies, tax authorities, legal advisors, auditors, 
investigators, parties involved in corporate transactions, and others where disclosure is necessary to protect 
rights, safety, platform integrity, or where the user directs or consents to such disclosure. 

The Privacy Policy also makes clear that Baldivicio does not sell personal information in the ordinary sense 
of exchanging it for money. This is an important privacy-governance statement in a cloud-processing 
environment because it distinguishes operational and legal disclosures from ordinary commercial sale. 

20. Third-Party PII Processing and 
Banxa-Connected Flows 
Baldivicio’s privacy framework expressly acknowledges that connected services may involve third-party 
providers such as Banxa and that information may move between Baldivicio and such providers to support 
onboarding coordination, KYC-related workflows, order-state management, payout or conversion 
handling, dispute support, service troubleshooting, and legal or compliance processes. 

At the same time, Baldivicio states that third-party providers may independently collect information directly 
from users and may be governed by their own privacy policies, terms, notices, or legal obligations. Users 
are therefore advised that third-party privacy practices may also apply. 

This is highly relevant to ISO/IEC 27018 because it shows that Baldivicio recognizes and discloses when 
cloud-supported or connected-service processing crosses organizational boundaries. 

21. Data Quality, Accuracy, and User Correction 
Responsibilities 
Baldivicio’s service framework repeatedly places importance on accurate and current information. Users 
are required to provide truthful, accurate, current, and complete information during onboarding and 
account use. They may also be required to update, confirm, or re-submit information when flagged for 
review or when previously provided information is no longer sufficient. 

The Privacy Policy further notes that users may have rights to request correction of inaccurate information 
depending on applicable law. This alignment between user responsibility and rights-based correction 
support is relevant to ISO/IEC 27018 because quality and accuracy of PII are core privacy-control 
concerns. 

22. Retention, Deletion, and Post-Closure 
Treatment 
Baldivicio’s Privacy Policy explains that personal information may be retained for as long as reasonably 
necessary for service provision, legal obligations, compliance records, dispute resolution, enforcement, 
fraud prevention, security, evidentiary preservation, and support of lawful audits or inquiries. Retention 
periods may vary by category of information and by reason for retention. 

When information is no longer needed, Baldivicio states that it may delete, de-identify, aggregate, or 
otherwise dispose of the information, subject to technical feasibility, legal obligations, and the persistence 
of public blockchain records. 

The policy also explains that account closure does not necessarily result in immediate deletion of related 
information and that some records may need to be retained for legal, regulatory, investigative, security, 
operational, or evidentiary reasons. 
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This provides a strong governance narrative for ISO/IEC 27018-style review because it articulates both 
the reasons for retention and the conditions under which deletion or other disposition may occur. 

23. Data Subject Rights and User Requests 
Baldivicio’s privacy framework explains that, depending on applicable law, users may have rights to request 
access, correction, deletion, restriction, objection, consent withdrawal, portability, or the ability to lodge a 
complaint with a competent authority. It also explains that these rights are not absolute and may be limited 
where necessary to comply with law, maintain fraud prevention, preserve evidence, protect other users’ 
rights, support dispute resolution, or preserve service integrity. 

This treatment is relevant to ISO/IEC 27018 because it shows that Baldivicio frames privacy rights within 
a lawful, risk-aware, and service-aware control environment rather than as an unqualified entitlement 
detached from legal and operational obligations. 

24. International Data Transfers 
Baldivicio states that personal information may be processed or stored in multiple jurisdictions depending 
on operations, infrastructure, vendor arrangements, support structures, or legal obligations. It further states 
that where information is transferred across borders, Baldivicio may take steps designed to support lawful 
transfer and appropriate protection, including contractual safeguards, internal governance measures, 
vendor due diligence, or other mechanisms recognized under applicable law. 

This is one of the most directly cloud-relevant privacy statements in the Baldivicio framework. It 
acknowledges the practical reality of geographically distributed digital operations while also recognizing 
that such transfers require governance and legal safeguards. 

25. Security of PII in Cloud-Supported Operations 
Baldivicio’s Privacy Policy states that the platform applies administrative, technical, organizational, and 
operational measures intended to protect personal information from unauthorized access, destruction, loss, 
misuse, alteration, or disclosure. It identifies controls including access controls, authentication measures, 
environment segregation, monitoring, encryption or protected transmission where appropriate, audit 
logging, vendor controls, incident-response measures, and data minimization where reasonably practicable. 

Although the platform does not publish an implementation-specific technical architecture, this set of 
measures provides a strong standards-oriented control narrative for protection of PII in a cloud-supported 
service environment. 

26. Electronic Communications and Cloud Privacy 
Relevance 
Baldivicio’s E-Sign Consent and Electronic Communications Agreement is also relevant to cloud extensions 
because it governs how Baldivicio provides records, notices, disclosures, and other communications 
electronically. The agreement explains communication channels, user responsibilities for maintaining 
current contact details, hardware and software requirements, the possibility of requesting paper copies, 
and the consequences of withdrawing consent. 

This matters to ISO/IEC 27017 and ISO/IEC 27018 because a cloud-supported service is not only a 
processing environment but also a communications environment. Secure and transparent delivery of 
records and notices is therefore part of the service’s cloud-control posture. 
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27. Service Continuity, Availability, and PII 
Protection During Incidents 
Cloud-security and cloud-privacy governance both require attention to what happens during degraded 
service or operational disruption. Baldivicio’s outage policy is particularly important here. 

The policy explains that outages or degraded service may affect app access, balance visibility, transaction 
handling, support responsiveness, communications delivery, and third-party-dependent functions. It also 
states that Baldivicio may monitor and diagnose issues, isolate affected components, disable features, 
suspend transactions, apply additional review measures, perform remediation or rollback, and carry out 
post-incident reconciliation. 

From a cloud-extensions perspective, this demonstrates that Baldivicio treats continuity and restoration as 
governed processes rather than informal technical events. That approach supports both service resilience 
and protection of user information during abnormal conditions. 

28. Relationship Between Cloud Security Controls 
and Custodial Operations 
Although this paper focuses on ISO/IEC 27017 and ISO/IEC 27018 rather than key management 
specifically, Baldivicio’s cloud-security posture is closely intertwined with its custodial operating model. 

The platform’s supported balances and transaction functionality depend on custodial systems, account 
controls, service continuity, fraud review, and security measures. Access to sensitive functionality is 
mediated through application-layer and account-state controls. Incident handling, restrictions, and 
monitoring all affect not only privacy and general information security, but also the safe operation of 
custodial wallet functionality. 

In other words, cloud security within Baldivicio is not abstract infrastructure governance. It directly 
supports safe delivery of a custodial digital financial service. 

29. Conformance-Oriented Reading of ISO/IEC 
27017 Themes 
Read against the major themes associated with ISO/IEC 27017, Baldivicio’s service framework supports a 
coherent cloud-security narrative. 

It supports clarity of service responsibility by distinguishing Baldivicio’s governance role, user 
responsibilities, and third-party dependencies. 

It supports controlled access through protected sign-in flows, authentication-related records, device and 
session analysis, and account-state-based entitlement control. 

It supports operational protection through environment segregation, monitoring, incident response, 
planned and emergency maintenance, and the ability to isolate affected workflows. 

It supports traceability through logs, audit trails, access history, transaction metadata, incident records, and 
reconciliation processes. 

It supports continuity-aware cloud governance through outage handling, degraded-service response, 
emergency intervention, and restoration measures. 

It supports supplier-aware control by identifying the role of infrastructure providers, verification providers, 
support tools, and third-party connected-service providers. 
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It supports service-integrity intervention through transaction delays, restrictions, enhanced review, 
suspension, freezing, and closure where necessary to protect users and the platform. 

30. Conformance-Oriented Reading of ISO/IEC 
27018 Themes 
Read against the major themes associated with ISO/IEC 27018, Baldivicio’s service framework also 
supports a coherent cloud-privacy narrative. 

It supports transparency through detailed notice of collection, use, sharing, retention, transfer, disclosure, 
and user rights. 

It supports purpose limitation by defining service, security, compliance, fraud-prevention, communication, 
and legal uses of personal information. 

It supports disclosure governance by describing categories of recipients and the conditions under which 
information may be disclosed. 

It supports user awareness of third-party processing by expressly identifying connected-service providers 
such as Banxa and explaining that separate privacy practices may apply. 

It supports retention and deletion governance by describing the reasons information may be retained and 
the circumstances under which information may be deleted, de-identified, aggregated, or otherwise 
disposed of. 

It supports user rights by acknowledging access, correction, deletion, restriction, objection, portability, 
consent withdrawal, and complaint rights where applicable law provides them. 

It supports lawful transfer governance by recognizing international processing and the need for 
appropriate transfer safeguards. 

It supports security of PII by identifying access controls, authentication measures, environment segregation, 
monitoring, protected transmission, audit logging, vendor controls, and incident-response measures. 

31. Boundaries of This Paper 
This paper is limited to matters established by Baldivicio’s service descriptions, legal disclosures, privacy 
framework, and operational policies. 

It does not describe implementation details that are not stated in those materials. It does not specify 
cloud-provider architecture, environment topology, hypervisor controls, tenant-isolation mechanics, 
encryption key hierarchies, geographic deployment maps, automated deployment tooling, or other 
technical implementations that are not expressly described in Baldivicio’s service framework. 

It also does not reinterpret user-facing privacy or service materials as hidden engineering specifications. 
Where Baldivicio’s policies describe a control objective or governance authority at a high level, this paper 
states that objective at the same level and does not convert it into a technical claim beyond what is 
supported. 

32. Conclusion 
Baldivicio’s service framework establishes a clear cloud-relevant governance posture for information 
security and privacy. The platform is delivered through digital channels, depends on internet and cloud 
infrastructure, uses service providers and connected third-party operational relationships, and processes 
sensitive identity, account, transaction, compliance, support, and device-related information in connection 
with a custodial USDC-on-Ethereum-Mainnet service. 
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The resulting control environment is structured around layered access control, identity verification, 
compliance review, fraud prevention, account-state enforcement, monitoring, logging, incident handling, 
outage management, communications governance, privacy notice, retention rules, international transfer 
safeguards, and third-party boundary recognition. Together, these measures provide a coherent 
standards-oriented basis for reading Baldivicio’s service model through ISO/IEC 27017 and ISO/IEC 
27018 principles. 

Accordingly, Baldivicio’s cloud-extensions posture is best characterized as a cloud-reliant, privacy-aware, 
control-driven digital financial-services framework in which cloud security and cloud privacy are governed 
through documented operational controls, user transparency, service-integrity measures, and bounded 
third-party dependency management. 

33. Final Statement 
This paper should be read as Baldivicio’s ISO/IEC 27017 and ISO/IEC 27018 cloud-extensions 
compliance narrative in the context of its digital financial-services model. It reflects the service architecture, 
privacy practices, operational safeguards, and governance principles expressed across Baldivicio’s published 
policies, disclosures, and service descriptions, and it should be interpreted consistently with those materials. 
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